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SUMMARY

1. Title
A Study on the Design Methodology of a C-UAS for the Protection of Broadcasting
Facilities

2. Objective and Importance of Research

Recently, With the advancement of drone technologies, drone-related threats have
become persistent risks in both peacetime and wartime environments. In particular,
attacks involving explosive-laden drones, including payload drops and suicide missions,
represent low-cost but high-impact threats capable of causing disproportionate damage.
As a preventive measure, the establishment of C-UAS systems for broadcasting facilities
must be seriously considered.

However, broadcasting facilities face unique challenges in adopting C-UAS systems.
These include potential electromagnetic interference and secondary damage caused by
interception, ambiguity regarding operational authority among broadcasting operators and
public security agencies, the absence of a legal framework governing the use of
neutralization measures, and the lack of legal provisions addressing liability for secondary
damage. Broadcasting facilities are physically exposed and highly sensitive to radio and
electromagnetic interference. As a result, they face substantial technical and institutional

constraints that significantly limit the deployment and operation of C-UAS.
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3. Contents and Scope of the Research

This study applies a risk analysis methodology to identify C-UAS systems suitable for
broadcasting facilities and to propose operational, policy, and institutional utilization
strategies. The risk analysis process consists of defining facility contexts, identifying
threat scenarios, analyzing and evaluating risk levels, and assessing changes in risk
resulting from the introduction of C-UAS systems.

Through this process, the study provides criteria for determining the minimum, optimal,
and maximum levels of C-UAS system deployment. Based on the analysis results, three
key elements are presented:

(1) Selection criteria for C-UAS systems,

(2) Broadcasting facility specific deployment strategies

(3) Risk aware operational strategies

This study aims to support informed decision-making in the operational deployment,

policy development, and legal and institutional aspects of C-UAS systems in broadcasting.

4. Research Results

A. Risk Characteristics of Broadcasting Facilities

Broadcasting facilities are inherently vulnerable due to external antenna exposure and
sensitivity to electromagnetic interference. While passive detection technologies such as
RF-based and EO/IR-based detection pose minimal risk, radar-based detection systems
involve high-power emissions and present significant interference risks.

Similarly, hard-kill neutralization methods and simple soft-kill techniques involving
wide-area radio frequency disruption pose substantial risks to broadcasting services. In
contrast, precision soft-kill approaches, when properly controlled, were assessed as
having relatively low impact on broadcasting operations.

Overall, radar-based detection, simple soft-kill methods, and hard-kill approaches were

— XX —



identified as being accompanied by unavoidable operational side effects in broadcasting

environments.

B. Risk Analysis Results

The study classified broadcasting facility assets into six tangible assets and ten
intangible assets, and identified eleven threat categories encompassing hostile attacks,
accidental incidents, and collateral damage. Based on these factors, sixty threat scenarios
were derived and evaluated in terms of impact and likelihood.

The results indicate that broadcasting facilities can secure initial response capabilities
through the deployment of passive detection systems in coordination with external
authorities under the current legal framework. In electromagnetic-sensitive environments,
precision soft-kill systems were found to be more effective in reducing service-related
risks than simple soft-kill methods. Although radar-based detection enhances response
effectiveness for hard-kill systems, the associated electromagnetic risks remain a

significant concern.

C. Deployment and Operational Implications

The study identified three C-UAS system types with high applicability to broadcasting
facilities, selected based on legal permissibility, operational impact, interoperability, and
electromagnetic compatibility. Avoiding broadcast frequency interference was established
as a core prerequisite.

Deployment  strategies should prioritize function-oriented placement, emphasizing
interference avoidance and blind-spot minimization rather than equipment performance
alone. Detection systems may be deployed in single or multiple sets depending on site
characteristics, while neutralization systems should be installed at locations sufficiently
separated from broadcasting transmission facilities. For physically interceptive systems,

limited-range, single-set deployment was found to be the most realistic approach.
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Operationally, broadcasting facilities face limitations in conducting standalone responses.
Accordingly, a role-sharing operational structure coordinated with external agencies is
essential. Broadcasting facilities should focus on detection and situational awareness, while
coercive measures should be executed by authorized public institutions. In addition, a
manufacturer-independent integrated monitoring framework is required to ensure

consistent threat management across facilities.

5. Policy Suggestions for Practical Use

This study can be utilized as a reference for reviewing and improving C-UAS policies
for broadcasting facilities, particularly in addressing the gap between protection
obligations and response authority. By clarifying structural conflicts between broadcasting
stability and drone countermeasures, it supports future institutional reform discussions.

Furthermore, the study provides a basis for designing phased adoption strategies within
the current legal framework, prioritizing detection assets and coordinated responses, as
well as for developing certification standards and cooperative governance models

involving public and private stakeholders.

6. Expectations

The study contributes to the advancement of broadcasting facility protection systems by
presenting risk-based, phased C-UAS response models that preserve transmission stability.
It also offers a benchmark for policy and institutional improvement by systematically
identifying legal and regulatory gaps and proposing safety-verified implementation
pathways. Finally, the structured analysis of risk factors provides foundational data for

future quantitative risk assessments, empirical validation, and follow-up research.
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49) T&I Approves Bipartisan Bill to Reauthorize and Reform Counter-UAS Authorities, U.S.
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52) Air Traffic Management and Unmanned Aircraft Act 2021, UK Legislation
(legislation.gov.uk), 2021.12.

53) Wireless Telegraphy Act 2006, UK Legislation (legislation.gov.uk), 2006

54) Code de la securité intérieure, Légifrance (République francaise), 2025.12.13.
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