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SUMMARY

1. Title

A Study on Policy for Promoting User Friendly Digital Services

2. Objective and Importance of Research

Digital services are utilized across all aspects of daily life, including communication,
information acquisition, leisure, finance, shopping, and learning. As the influence of digital
services in daily life increases, we acquire diverse information and make decisions within
the digital environment. While the decision-making environment of services can be
designed to promote user benefits, it also inherently carries the risk of being designed to
distort user judgment, induce specific choices, or coerce decisions for the benefit of the
business operator. Against this backdrop, this study aims to investigate policy measures
for the user-friendly design of digital services, enabling smooth information consumption

and rational decision-making by users within the digital service environment.

3. Contents and Scope of the Research

This study collected design cases and researched policy measures, focusing on online
subscription services—where dark pattern design appears most frequently among digital
services. To derive policy measures, this study collected the Ul of the sign-up and
cancellation stages from major online subscription services, structured this data, and
identified items requiring voluntary compliance by businesses in service design at each

usage stage. It also collected provisions on prohibited acts under the Telecommunications

_Xi_



Business Act and past regulatory cases where such prohibitions were applied, aiming to

provide examples of design practices businesses should avoid.

4, Research Results

Synthesizing the research findings, the study proposed a policy guidebook for providers
to protect subscription service users. It also presented a revised bill on prohibited acts to

supplement the current Telecommunications Business Act’s inadequacies.

5. Expectations

This study is expected to provide foundational data necessary for establishing policies to
enhance user benefits in digital services. It does so by strengthening the provision of
information on specific cases of current regulations and matters requiring operator

compliance, thereby enabling operators to pursue user-friendly design in digital services.
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EU2] A& A4 (Digital Markets Act); > TAE AlollA d4lAQ] dEe 3= o
g ZUE, o|2ul Aol E7|H(gatekeeper) & At TS 43 A AF BAS
AS ZRE 3t} o] HE EU YA A At &S nx = 2 JF A
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s A FNF A= AAE AlEZHE Aot 20233 114,
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2022, p.79.
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(37) ~ Lastly, it should be as easy to withdraw consent as to give it. Gatekeepers should
not design, organise or operate their online interfaces in a way that deceives, manipulates
or otherwise materially distorts or impairs the ability of end users to freely give consent.
In particular, gatekeepers should not be allowed to prompt end users more than once a
year to give consent for the same processing purpose in respect of which they initially did
not give consent or withdrew their consent. This Regulation is without prejudice to
Regulation(EU)

2016/679, including its enforcementframework, which remains fully applicable with respect
to any claims by data subjects relating to an infringement of their rights under that
Regulation.

(70) Gatekeepers should not engage in behaviour that would undermine the effectiveness
of the prohibitions and obligations laid down in this Regulation.
Such behaviour includes the design used by the gatekeeper, the presentation of end-user

choices in a non-neutral manner, or using the structure, function or manner of operation




of a user interface or a part thereof to subvert or impair user autonomy, decision-making
or _choice.

[ rele] ey (Data Act) 1D

Fe|ole(Data Act) =2 '23\d 12€ EU #E(Official Journal of the European Union) A
A 249 1€ 1195 H 324 wagd oet, 43713 FoA7|zhe A '25d 945
EU Aol Alggd o o]t

g ol T el AL Waks] ZA|Ekal 9tk AR 380] wed, golE A
23} Yol meh, A3AE AREAE 847 AR AE AlFshe ol Bag RN 6
of gt} EZL HoJEE Alee F, A3 HolE EfAke] ZHA glo] AHgARel e
9 =222 feiAT HlolHE Aglsfio ok AR A3 HolH A AF-sHA
U St 3L volHE AT =S §8sks AgrtEolu 41 9lok st A3Ahd Hl
olH EfAle= ARSAF HElut g YAE FosiAl ol fA RheolAE HE Tk A
Hoglth Hso] ARgAbl A HIFTHAY WA o' AEAE AlFetAY e, 7T 22
= Bl AREA A, SARAA, AEAS oSt u Weldte A91E siAe < Hm,
o|2gk Mo A, A3At HlolE HfrAle= HAE QIE o] AA Al o] &l ‘Tl
(dark patterns) & o]EsiA= <F Ity AF3HATh

T3 WA= ARgAL Al 2RtE TFEAF g
olHe] AT + = deE EAsH, HolHE FAse A3ATE ARSAF B #H o]~
£ AAS o AHA AT A, JAEA S FsfshA] ¥ e A6 oF gt
aL gAEo] itk

Asd A 717] AHELE AE b

11) https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R 2854&qid=17370
79058668
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(38) ~In line with the data minimisation principle, third parties should access only
information that is necessary for the provision of the service requested by the user.
Having received access to data, the third party should process it for the purposes agreed
with the user without interference from the data holder. It should be as easy for the user
to refuse or discontinue access by the third party to the data as it is for the user to
authorise access. Neither third parties nor data holders should make the exercise of
choices or rights by the user unduly difficult, including by offering choices to the user in
a non-neutral manner, or by coercing, deceiving or manipulating the user, or by
subverting or impairing the autonomy, decision-making or choices of the user, including
by means of a user digital interface or a part thereof. In that context, third parties or
data holders should not rely on so-called ‘dark patterns’ in designing their digital
interfaces. Dark patterns are design techniques that push or deceive consumers into
decisions that have negative consequences for them. Those manipulative techniques can
be used to persuade users, in particular vulnerable consumers, to engage in unwanted
behaviour, to deceive users by nudging them into decisions on data disclosure transactions
or to unreasonably bias the decision-making of the users of the service in such a way as
to subvert or impair their autonomy, decision-making and choice.

O 'Ad 344 Digital Fairess Act, DFA),12
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(32! 3—1) CMA, Online Choice Architecture E11AM

Figure 2: An illustration of an online hotel booking page with scarcity claims

Online Choice
Architecture «++ Hotel A

| m} Q Locatien
How digital design can harm H M'g;:.‘,i ;g
competition and consumers op Rated ikl
[ 2 rocms o at s i | Choose Room

Discussion Paper
The CMA was concerned that some platforms used untrue or misleading scarcity claims

to create a false impression of limited hotel availability and rush consumers into making a
booking decision. For example, the CMA it i whether the d d-framed scarcity
claims about other pecple viewing the hotel sometimes included those looking for different
dates or different room types, and whether the claims sometimes used vague language like

“right now™.* The CMA was also concemed that supply-framed scarcity claims about the
: number of rooms left were i based on i ion, and that there could
+ L= be rooms available for the same hotel on other platforms. Another concern was whether

‘sold out' hotels were also shown within search results to increase the impression of limited
availability, potentially inducing feelings of loss aversion in consumers.

In addition to scarcity claims, the CMA also investigated the use of several other OCA
practices in potentially misleading ways, including reference pricing (by showing a more
expensive weekend room rate as a comparator for a weekday rate) and ranking of search
results (by allowing businesses to pay commission for higher visibility).

The CMA considered all the evidence gathered in its investigation. Our view was that the
use of misleading scarcity claims and other OCA practices could cause harm not only to
but also to ition, by limiting ility between busi and

increasing search costs.*' Following the CMA's action, while they did not admit liability,

A the platforms agreed to make their popularity and availability messaging more precise

e and truthful, to aveid creating the impression that a hotel was more popular or had worse
CMA - Aprit 2022 availability than was actually the case. They also agreed not to show ‘sold out' rooms in an
Competition & Markets Authority CMA155 artificially inflated position in the ranking.

ks CMA(2022)
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13) https://competitionandmarkets.blog.gov.uk/2024/07/31/getting-ready-for-the-consumer-
protection-changes-in-the-digital-markets-competition-and-consumers-act-2024/
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14) “Canadian privacy regulators double down on deceptive design patterns,” Lexpert, January
10, 2025, https://www.lexpert.ca/news/legal-insights/canadian-privacy-regulators-double
-down-on-deceptive-design-patterns/391430.
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