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SUMMARY

1. Title

A Study on Legal Framework for Disgorgement of Unjust Enrichment from Illegal Spam

Senders and Service Providers

2. Objective of Research

With the advancement of information and communication technologies, illegal spam has
continued to increase, leading to serious consequences such as personal data breaches
and financial fraud. In response, the Korean government announced the “Comprehensive
Government-wide Plan to Combat Illegal Spam” in November 2024. This plan outlines
strong regulatory measures including the recovery of unjust gains at the spam-sending
stage, normalization of the bulk messaging market, enhanced spam filtering, and stricter
sanctions such as administrative sanctions and criminal asset forfeiture. Furthermore, in
September 2025, an amendment to the Telecommunications Business Act introduced a
legal certification system for bulk message senders to prevent unqualified operators from

entering the market.

Despite these efforts, the economic incentives for illegal spam persist, and related
violations have not been eradicated. This highlights the limited effectiveness of the
current administrative fine-based approach and underscores the growing need for

stronger and more effective enforcement mechanisms.

To fundamentally deter participation in the illegal spam ecosystem, it is necessary to

_Xi_



establish more specific obligations under the Act on Promotion of Information and
Communications Network Utilization and Information Protection(the “Network Act” ), and
to introduce stricter measures such as administrative sanction and confiscation or
collection of profits gained through violations. Accordingly, this study aims to propose
amendments to the Network Act that would enhance the effectiveness of such

enforcement mechanisms.

3. Contents and Scope of the Research

This study proposes legislative amendments to the Network Act, including: @
Specification of obligations for businesses involved in illegal spam, (ii) Establishment of a
legal basis for the imposition of administrative sanctions, and (iii) Introduction of grounds

for the confiscation or collection of criminal proceeds.

4. Research Result

Chapter 2 examines the current domestic and international legal frameworks related to
illegal spam, focusing in particular on the newly introduced transmission certification
system under the Telecommunications Business Act and Articles 50 to 50-8 of the

Network Act, which regulate key aspects of illegal spam.

Chapter 3 identifies major issues in the current legal framework, such as the need to
restrict the delegation of advertising transmissions, the lack of clarity regarding required
anti-spam measures, and the absence of a mechanism for recovering economic gains

derived from violations.

In Chapter 4, the study proposes specific amendments to the Network Act, including:

limiting advertising transmission delegation to certified entities, introducing provisions for

- xii —



administrative sanctions, allowing for the confiscation and collection of criminal proceeds
from illegal spam activities currently subject to criminal penalties, and reorganizing the

provisions related to administrative fines.

Chapter 5 compares the proposed amendments from this study with major legislative
proposals currently under consideration in the National Assembly, identifying key issues

for legislative debate and presenting relevant insights for review.

5. Expectations

This study presents a balanced regulatory framework that strengthens enforcement
effectiveness while ensuring proportional responsibility and procedural fairness, all in
pursuit of the public goal of eradicating illegal spam. By highlighting the need for
legislative reform and providing concrete proposals and examples, the study aims to
support the effective revision of the Network Act. Ultimately, it is expected that the
proposed reforms will contribute meaningfully to reducing and preventing illegal spam in

the future.
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